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ABSTRACT
In ad-hoc networks, there are some nodes which refuse to co-operate with network in transferring the
data. Such nodes behave in a selfish manner and hence called selfish nodes. Due to the presence of
selfish nodes, the problem of false positive and false negative occurs. Therefore detecting those nodes is
essential for the overall performance of the network. For detecting such nodes and reducing the positive
and negative detections, we introduce a COCOWA model that would launch the collaborative contactbased watchdog. It detects by collecting the forwarding history evidence from its upstream and
downstream nodes. To further improve the performance of the proposed collaborative inspection
scheme, a reputation system is introduced, in which the inspection probability could vary along with the
target node’s reputation. Under this system, a node with a good reputation will be checked with a lower
probability while a bad reputation node could be checked with a higher probability.Downstream nodes.
To further improve the performance of the proposed collaborative inspection scheme, a reputation
system is introduced, in which the inspection probability could vary along with the target node’s
reputation. Under this system, a node with a good reputation will be checked with a lower probability
while a bad reputation node could be checked with a higher probability.
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The fundamental task of the nodes in the network is to transfer the data from source to destination successfully.
Mobile ad-hoc networks constitute the mobile nodes which move with a certain mobility. In mobile ad-hoc
networks, the mobile nodes voluntarily cooperate in order to work properly. This is a cost-intensive activity and
some nodes can refuse to cooperate leading to selfish node behavior. The above situation can lead to the decrease in
network performance. The watchdog is a well-known mechanism to detect selfish nodes, but they can fail,
generating false positive and false negative that can induce to wrong operations. Moreover relaying on local
watchdogs alone can leave to poor performance when detecting selfish nodes in term of precision and speed.This is
especially important on networks with sporadic contacts, such as Delay Tolerant Networks (DTNs) where
sometimes watchdogs lack of enough time or information to detect the selfish nodes. Thus we propose Collaborative
Contact-based watchdog (COCOWA) as a collaborative approach based on thediffusion of local selfish nodes
awareness when a contact occurs, so that information about selfish nodes is quickly propagated. Selfishness means
that some nodes refuse to forward other nodes ‘packets to save their own resources. InDTNs,selfish nodes can
seriously degrades the performance of packet transmission. In a survey, the number of packet losses is increased by
500 percent when the selfish node ratio increases from 0 to 40%.Another problem is the presence of colluding or
malicious nodes. Malicious node intentionally disturbs the correct behavior of the network, so the detection process
is necessary for the proper performance of the network.
EXISTING SYSTEM
The local watchdog does not evaluate the effect of false positives, false negatives and malicious nodes. For
example, the approach only transmits positive detections. The problem is that if a false positive is generated it can
spread this wrong information very quickly on the network, isolating nodes that are not selfish. Therefore, an
approach that includes the diffusion of negative detections as well becomes necessary. Another problem is the
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impact of colluding or malicious nodes. Although a reputation system can be useful to mitigate the effect of
malicious nodes, it clearly depends on how are combined local and global ratings, as shown in this paper.
Another implementation issue is the high imposed overhead due to the flooding process in order to achieve a fast
diffusion of the information
Problem Definition
Attack detection process is not satisfied.
High communication cost overhead due to the data transmission from source to destination.
The data transmission process takes much time.
PROPOSED SYSTEM
This paper proposes CoCoWa as a collaborative contact-based watchdog to reduce the time and improve the
effectiveness of detecting selfish nodes, reducing the harmful effect of false positives, false negatives and
malicious nodes. CoCoWa technique is used to detect Sybil attack, black whole attack and redirect attack. Nodes
is attacked by (I)Sybil attack, it will forward the data but it won’t acknowledge to the source, it won’t forward
the data but it will acknowledge to the source.(II)Black whole attack, it will interprets the data.(III) Redirect
attack is to forward the data to source. CoCoWa can reduce the overall detection time with respect to the original
detection time when collaboration scheme is not issued, with a reduced overhead (message cost).
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CONCLUSION
Thus we design, to reduce transmission overhead incurred by misbehavior detection and detect the malicious
nodes effectively for secure MANET routing.
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